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Key messages 
• The Data Privacy and Compliance (DPC) team are responsible for ensuring 

Record of Processing Activity (ROPA) is maintained and kept up to date. 
• The DPC team will maintain strong relationships with the relevant Data and 

Information Managers and Stewards to ensure the ROPA is known among 
their business areas. 

• All staff to ensure compliance with the UK GDPR and DPA 2018 ROPA 
requirements are met and maintained. 

Purpose 
This document offers guidance to all TPR staff in how to complete a ROPA entry and 
maintain the ROPA to a high standard. 

Scope 
This document is intended for all TPR staff who are tasked with managing their business 
areas ROPA entries and how the DPC will support them. 

The ROPA 
The accountability principle requires us to demonstrate that TPR processes personal data in 
line with the UK GDPR and DPA 2018. Along with our privacy notices, DPIAs, internal 
policies and procedures the ROPA is key to ensuring TPR's compliance. Article 30, states 
that an organisation shall: 

" . .. maintain a record of processing activities under its responsibility." 

Further information and guidance from the ICO can be found here, What is documentation? I 
ICO. 

TPR's ROPA can be found here, Data Privacy & Compliance - Records of Processing 
Activity - All Items. 

Team Responsibilities 
What is expected of the DPC team and key stakeholders. 

DPC Team 

• Monitor and review entries 
• Engage with teams Data and Information Managers and Stewards to ensure ROPA 

is accurate and up to date at time of engagement 
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Data and Information Managers and Stewards 

• To support DPC team create any missing entries for their team 

• Review team related entries 

Entries 
You can find step by step guidance on what is required for each ROPA entry in Annex A 
When submitting a new entry, you do not need to know everything from the beginning. 
However, the following fields are required to save and submit a new item. 

• Directorate 

• Purpose of Processing 
• Categories of individuals 

For guidance on how to complete an entry, please refer to Annex B. 

When a new entry is first created, an automated email will be sent to the DPA inbox 
(DPA@tpr.gov.uk) and member of the DPC team will be allocated to review the entry. 

Review/Sign-off 
When submitting an entry, the DPC team will be notified . A review will be conducted by a 
member of the DPC team who will confirm any outstanding questions they may have before 
sending off. 

Related policies 

• il Appropriate Policy Document - TPR Corporate Policy.docx 

• il Safeguards TPR Corporate Policy.docx 
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Annex A 

ROPA Question Guidance 

ROPA Reference Unique identifier, created automatically, 
assigned to this processing activity to 
ensure it can be tracked, reviewed, and 
audited effectively. 

Directorate The directorate within TPR that is 
responsible for overseeing the processing 
activity. 

Department The department carrying out or accountable 
for the processing of personal data. 

Team The team directly responsible for managing 
and executing the processing activity. 

Data and Information Owner & Deputy The senior individual accountable for the 
data set, with a named deputy who 
assumes responsibility in their absence. An 
update list can be found on the register, 

Process Owner The individual responsible for ensuring the 
processing activity is performed in 
compliance with policies, procedures, and 
data protection legislation. Likely to be Data 
and Information Manager 

Business Function A description of the business area or 
function that the processing supports (e.g. 
HR, Finance, Customer Services). 

Purpose of Processing Clear explanation of why the personal data 
is collected and how it is used to meet 
organisational or legal objectives. 

Categories of individuals Types of data subjects whose personal 
data is processed (e.g. employees, 
customers, suppliers, service users). 

Categories of Personal Data Description of the types of personal data 
processed (e.g. contact details, 
employment information, financial data, 
special category data). 
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Categories of recipients Details of internal teams or external 
organisations that receive or have access 
to the personal data. 

Article 6 Lawful Basis The lawful basis under UK GDPR Article 6 
relied upon for processing personal data 
(e.g. contract, legal obligation, public task). 
Chose the most appropriate option(s) 

Article 9 Lawful Basis Where applicable, the additional cond ition 
under Article 9 for processing special 
category data (e.g. employment law 
obligations, public health). Chose the most 
appropriate option(s) 

6(1 )(a) Consent or 9(2)(a) Explicit Consent 
Record (if applicable) 

Details of how consent is obtained, 
recorded, managed, and withdrawn where 
consent is relied upon. 

Article 6(1 )(f) Legitimate interests for the 
processing (if applicable) 

Explanation of the legitimate interest 
pursued and why the processing is 
necessary and proportionate. 

Has a record of legitimate interests 
assessment been completed? 

Confirmation that a Legitimate Interests 
Assessment (LIA) has been completed and 
documented where applicable. 

What is the Data Protection Act 2018 
Schedule 1 condition for processing? 

Relevant cond ition under Schedule 1 
permitting the processing of special 
category data where required. Review 

alongside ~ A1212ro12riate Policy Document -
TPR Cor12orate Policy.docx to ensure 
correct condition is used for processing 
special category and criminal offence data. 

What is the Data Protection Act 2018 
Schedule 8 condition for processing? 

Applicable law enforcement processing 
condition under Schedule 8, if processing is 
for law enforcement purposes. Review 

alongside ~ Safeguards TPR Cor12orate 
Policy.docx to ensure correct condition is 
used for law enforcement purposes when 
processing special category and criminal 
offence data 
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What is the source of the personal data? Description of where the data originates 
(e.g. directly from individuals, third parties, 
public sources). 

What rights are available to individuals? Summary of applicable data subject rights, 
such as access, rectification, erasure, 
restriction, portability, and objection. 

How long is the personal data retained for? Defined retention period based on legal, 
regulatory, or business requirements. 

General description of technical and 
organisational security measures (if 
possible) 

Overview of safeguards in place, such as 
access controls, encryption, training, and 
policies to protect personal data. 

Is there any automated decision-making 
included in the processing? 

Statement confirming whether automated 
decision-making or profiling is used and, if 
so, how it operates. 

What system is the personal data kept? Details of the systems, applications, or 
platforms where personal data is stored and 
processed. 

Link to contract with processor Reference or link to the contract governing 
processing by third-party processors. 

Contract Data Relationship Clarification of roles (e.g. controller, joint 
controller, processor) in relation to the data 
processing. Chose the most appropriate 
option. 

Do we transfer the personal data to third 
countries or international organisations? 

Confirmation of whether personal data is 
transferred outside the UK. 

What safeguards are there for exceptional 
transfers of personal data to third countries 
or international organisations (if applicable) 

Description of safeguards such as 
adequacy decisions, SCCs, or other 
approved mechanisms. 

Link to Data Protection Impact Assessment Reference or link to the DPIA where one 
has been completed. This can be provided 
by the DPC team. 

Link to retention and erasure policy 
document 

Reference or link to the organisation’s 
retention and disposal policy. 
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Is personal data retained and erased in 
accordance with the policy document? 

Confirmation that retention and deletion 
practices follow the approved policy. 

Reasons for not adhering to policy 
document (if applicable) 

Explanation of any justified deviations from 
the retention policy. 

Assurance review date The date on which the processing activity 
was last reviewed for compliance and 
accuracy. 

Inherent Risk impact score Assessment rating of the potential impact 
on individuals if risks materialise, see 
appendix C – Risk Assessment and GDPR 

Inherent Risk Likelihood Score Assessment rating of the likelihood of risks 
occurring in the absence of controls, see 
appendix C – Risk Assessment and GDPR. 

Reviewed by Name and role of the individual who 
conducted or approved the review. 

Next scheduled review Planned date for the next review to ensure 
the record remains accurate and up to date. 

Business Critical Process Choos Yes or No 

BC Service ID If yes, to the above, please enter the BC 
Service ID. This can be obtained from the 
BC Team 

Link to Data Sharing Agreement Identify any DSA here: Data - Data Sharing 
Agreements (signed records) - All 
Documents. 
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Annex B 
The initial screen on the ROPA should look like the below. There are a variety of pre-set views you can select, highlighted blue. Entries are 
organised by directorate and then by department, highlighted yellow. You can add a new entry by clicking on the ‘+ Add new item’ button, 
highlighted green. 

TPR in the Cloud TPR v Frontline Regulation v Automatic Enrolment v Regulatory Policy Analysis and Advice v Corporate Services v CEO and Cor~rate Secretariat Communications Human Resources Document Management Strategy and Risk 

■ Data Privacy & Compliance Home Cyber Security Champions Stakeholders v Activity Tracking Document Library Site Contents Records of Processing Activity Recycle bin Edit navigation * Not fol lowing 20 Site access 

~ Edit in grid view ? Undo @ Share c-:> Copy link cl) Export "' i;I Forms f@ Worlcffows EP Integrate "' ED Detail s it" 

Records of Processing Activity * 7 )) + Addview 

ID Directorate t Department Team Datil and lnform11tion Owner & Deputy Process Owner Businessfuroction Purpose of Proces... C11tegories of indi... Categories of Perwnal Dal <t Categorif 

Directorate: CEO Office (2 ) 

Directorate: COO Group (75) 

Directorate: Digita l, Da ta & Technology {35) 

Directorate: Enforcement and Legal Group {31) 

Directorate: Market Oversi ght (51 ) 

Directorate: Network (9) 

Directorate: Strategy. Policy & Ana lysis (18) 

Directorate: Union (1) 
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When you click on ‘+ Add new item’ button, a list of all the columns will appear as seen below. See Annex A for what every column should be 
populated with. There are 3 required columns to submit a new item for the 
ROPA. These are: 

New item 

0 Department 

~nter value here 

0 Dirfflorate ~ 

0 Team 

Enter value here 

.g. Data and Information Owner & Deputy 

Enter a name or email address 

Data and Information O.Vner & Deputy Data and lrifonnatioo O.vner. See OwnerYf p Regl~ry 

& ProcessOwner 

Enter a name or email address 

Process or Sefv:ce Owner. Couid also be Data and Information Manager. Someone with OVe!"S·ght on day lo day processing 

0 Business Functioo 

Enter value here 

'Nhat isthe business function/purpose ollheproc:essing of the personal data. 

0 PurposeofProcessirnJ • 

Enter value here 

'Nhat is the !XJ!p(ISC of the process·ng? Forexamp'e, do we have a regulatory function that requ res us to use penonal data. 

: :::::: Categories of individuals • 

'Nhose personal data are we processing? For example:, employees, trustees, employers etc 

c-:> Copy link [J v x 

1. Directorate 
2. Purpose of Processing 
3. Categories of individuals 

For a ROPA entry, not all the information might be known when creating 
an entry and this is fine as the ROPA is a live document subject to 
changes as and when required. 

All new entries will be given a new ID reference, highlighted yellow below. 
These references should be used in DPIAs. 

Di redorate: CEO Office X Department: CEO Office X 

]I ID V Directorate Department ? 

1E8 @@%ii CEO Office 
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When going through the ‘+ Add new item’ button route, there are a variety of columns settings that require different actions. For example: 

• Lines of texts – Allows you to input what wording you like. 

N,ew irtem 

0 Deparlme11t 

The Department 

• Choice – Allows you to choose a pre-inputted choice or add a new one. When adding a new one, this will them become a pre-inputted 
choice for future entries. Some of ‘choice’ columns will allow you to input multiple entries others may not. 

J= Cate,gories of individuals .. 

staff (mdusive of EM-~loyees, con_. X 

Type to filter or add new choioe 

Recruitment Applicants (External) 

•:¥·¥Bi­
•iiH♦ 

Members of Put:Jfic 

✓ X 

;= Cate,gories of individuals " 

Peopl~ 

Add (People) 

✓ X 
I 
1-
VI/hat types o personal di! a is being proces~ed~ 
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• Person - This should allow you to pick a staff member from the active directory. 
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• Risk Scores - The risk score should be identified using the risk metrics on contained in our DPIAs, see appendix C - Risk Assessment 
and GDPR 
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0 Inherent Risk impact score 

0 Inherent Risk likelihood Score 



You can also edit entries in the grid view. You can do this by pressing the 'Edit in gird view', highlighted in yellow. Here you can edit columns 
for a specific entry as you please. The column you select will pop out for you to edit, highlighted in green in for the 'Process Owner' column. 
You can also copy and paste column entries into others. However, I would warn that sometimes the functionality for this can break your editing 
session. Make sure you press the 'Exit grid view· to save your changes. 

■ Data Privacy & Compliance Home q.t<!I" security ch3mpions Stakeholders v Activity tracking Document Library Site contents Records of Prooossing Activity Recycle bin Edit navigation * Not fdlcwing ,'.; s· 

IW!UfP.N '? UndO ~ Share C-) Copy link 8l Exi:ort v S f orms !1S WC<kflows I!' lnt09rate v 

Records o f Processing Activi ty * 
oir~orate: 4H•Hfo\•P ~partment: ceoof1,e x 

ID Dlrcctor,1te 1- "ii Oeo,:irtmc-nt ? 

ceoorrice CEO Office 

V- ~~ l.~ 3rd ~ rty 11:1" All nerns " BC comparison Directorate/Processing Type :t> 

P't.rPO! C' ot Proc~s. .. 

- ·· corresponCIEnce 

C,)teQOrlC:S of 1ndi ... 

c+,;;;;+•1•+ 
♦!h·iltl·,le19 
♦·¥:1id::l"ii·& 

40¥¥1·+ 
4@1611#& 

Ca:eoonc-s of Person~, Dato 

CID ◄§IM# ♦;§#M·G GD -&MU€68 
?ofllca Opir'!iOOS 
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You can find entries through following the layout of directorates and then departments. It is also possible to find specific entries if you have the 
ID reference or an identifier like the Business Function. See below 

@The 
Pensions SharePoint 
Regulator 

TPR in the Cloud TPR v Frontline Regulation v Automatic Enrolment v Regulatory Policy Analysis and Advice v Corporate Services v CEO and Corporate Secretariat Comm, 

■ Data Privacy & Compliance Home Cyber Security Champions Stakeholders v Activity Tracking Document Library Site Contents Records of Proc~ 

+ Add new item © Edit in grid view ? Undo @ Share c-:> Copy link ell Export v S Forms ~ Workflows If' Integrate " 

Records of Processing Activity * 0 

Directorate: @❖G/•1,j,fi Keyword: 489 x 

ID Directorate t V Department Team Data and Information owner & Deputy 

Department: Finance (1) 

4S9 @❖b+I♦ f'nance Facilities 

Process Owner Business Function 

Human Resources 

Purpose of Proces ... 

Business t ravel 
arrangements 
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